OFFICE OF MANAGEMENT AND BUDGET

Management of Federal Information Resour ces

AGENCY: Office of Management and Budget, Executive Office of the President
ACTION: Proposed Revison of OMB Circular No. A-130.

SUMMARY: The Office of Management and Budget is revisng Circular No. A-130, "Management
of Federd Information Resources,” to implement provisions of the Clinger-Cohen Act (also known as
“Information Technology Management Reform Act of 1996”) and for other purposes. This notice
proposes revisons to the sections of the Circular concerning information systems and information
technology management to follow more closely provisons of the Clinger-Cohen Act and OMB Circular
A-11, which involve the acquisition, use, and disposd of information technology as a capita asset by
the Federal government to improve the productivity, efficiency, and effectiveness of Federd programs.
It dso makes minor technical revisions throughout the Circular (for example, changing "senior officid”

to “Chief Information Officer”). It proposes anew Appendix |1 to address "Information Technology
Architectures,”" incorporates OMB guidance regarding computer security into Appendix 111, and revises
Appendix IV to reflect these changes.

This notice aso proposes revisons to the sections of the Circular concerning information management
policy to follow more closaly the provisions of the current OMB guidance entitled * Implementation of
the Government Paperwork Elimination Act.”

DATES: If you wish to comment on the proposed revisionsto Circular No. A-130 please submit your
comments no later than Friday May 19, 2000. Each Department and agency should submit asingle
coordinated set of comments.

ADDRESS: We wecome dectronic comments and will include them as part of the officia record.
Please send comments eectronically to: A-130@omb.eop.gov. Y ou may address hardcopy
comments to: Information Policy and Technology Branch, Office of Information and Regulatory Affairs,
Office of Management and Budget, Room 10236 New Executive Office Building, Washington, D.C.
20503.

ELECTRONIC AVAILABILITY: Thisdocument is avalable on the Internet a the OMB web Site,
http:/Mmww.whitehouse.gov/omb/fedr eg/index.ntml and at the CIO Council home page at
http://cio.gov. You can aso obtain acopy of OMB Circular No. A-11, including the supplement to
Part 3, “ The Programming Guide,” a the OMB web site and the CIO Council web ste, or by cdling
the Budget Review and Concepts Divison at OMB at 202-395-3172.

FOR FURTHER INFORMATION CONTACT: Tony Fraer, Information Policy and Technology
Branch, Office of Information and Regulatory Affairs, Office of Management and Budget, Room
10236, New Executive Office Building, Washington, D.C. 20503. Telephone: (202) 395-3785.



SUPPLEMENTARY INFORMATION:

Background: The Clinger-Cohen Act (dso known as *“ Information Technology Management Reform
Act of 1996”) (Pub. L. 104-106, Division E, codified a 40 U.S.C. Chapter 25) grants to the Director
of the Office of Management and Budget (OMB) various authorities for overseeing the acquisition, use,
and disposa of information technology by the Federd government, so asto improve the productivity,
efficiency, and effectiveness of Federd programs. It supplements the information resources
management (IRM) policies contained in the Paperwork Reduction Act (PRA) (44 U.S.C. Chapter

35) by establishing a comprehensve gpproach to improving the acquistion and management of agency
information systems through work process redesign, and by linking planning and investment strategiesto
the budget process.

The Clinger-Cohen Act establishes clear accountability for IRM activities by creating agency Chief
Information Officers (ClOs) with the authority and management responsibility necessary to advise
agency heads. Among other responsbilities, ClOs oversee the design, development, and
implementation of information systems. ClOs dso monitor and evauate system performance and
advise agency heads to modify or terminate those systems. The Clinger-Cohen Act also directs
agencies to work together towards the common god of using information technology to improve the
productivity, effectiveness, and efficiency of Federd programs and to promote an interoperable, secure,
and shared government wide information resources infrastructure.

To provide agencies with additiona guidance on implementing the Clinger-Cohen Act, OMB
proposes to revise Circular No. A-130, “ Management of Federd Information Resources’ (61 FR
6428 February 20, 1996), which contains the policy framework for the management of Federal
information resources. OMB has issued previous guidance regarding the Clinger-Cohen Act
implementation, including; OMB Memoranda M-96-20, “Implementation of the Information
Technology Management Reform Act of 1996;" M-97-02, “Funding Information Systems
Investments;,” M-97-09, “Interagency Support for Information Technology;” M-97-15, “Local
Teecommunications Services Policy;” M-97-16, "Information Technology Architectures’. Upon
issuance of find revisonsto the Circular, OMB will rescind those Memoranda. Future revisonsto A-
130 will incorporate other rlated OMB guidance, including issuances on computer security and agency
use of eectronic transactions.

Since the last revision of this Circular, Congress passed, and the President signed into law, the
Electronic Freedom of Information Act Amendments (P.L. 104-231). Among other changes, the E-
FOIA Amendments added a new subsection (g) to the FOIA, which reinforces the preexisting
requirement in the Paperwork Reduction Act for agencies to maintain an inventory of their mgor
information systems and an information locator service. The E-FOIA Amendments aso require
agencies to maintain a handbook that explains how persons may obtain public information from the
agency pursuant to the FOIA and the PRA. Additiona text has been added to this provision in Section
9 to reflect the enactment of the E-FOIA Amendments. Also, Appendix IV has been amended to
incorporate the guidance that OMB issued to agenciesin April 1998 on implementing the E-FOIA’s



handbook reguirement (OMB Memorandum M-98-09). When this guidance isincorporated into the
Circular, OMB will rescind the 1998 Memorandum.

In addition, in late 1997, alawsuit was filed againgt severa agencies (Public Citizen v. Raines) dleging
that they had not complied with the requirementsin the PRA and FOIA for agencies to inventory their
information systems. During the course of the litigation, which is ongoing, the argument was advanced
by the plaintiff that Congress in the 1995 revisons to the PRA required agencies to maintain an
inventory of dl of their information systems, rather than only their mgjor information sysems. OMB
responded by expressing its view that, in revisng the PRA in 1995, Congress did not require agencies
to inventory dl of their information systems. Instead, consistent with the PRA as origindly enacted in
1980 and amended in 1986, Congressin 1995 continued to require an agency to inventory its“major”
information systems. Thislegidative intent is reflected in Section 3511(a) of the 1995 PRA (which
requires an inventory of an agency’s mgor information systems) and aso in Section 3506(b)(4), which
cross-references that requirement in Section 3511. A continuing PRA focus on the agency’ s “mgor”
information systems is aso congstent with the later-enacted 1996 E-FOIA Amendments, in which
Congress required agencies to make available to the public their inventories of mgor information
systems.

Findly, in terms of the agency’ s activities in managing its information resources, which isthe overdl
subject of Section 3506(b), OMB believes that an agency needs to focus its management attention on
its“mgor” information systems, and for this reason an inventory that includes those mgor systems (but
not dl systems) makes the most sense for improving agency management. Therefore, in addition to
reflecting the passage of the E-FOIA Amendments, the proposed revisons to Section 9 also make
clearer the agencies obligations under the PRA and FOIA inthisarea. Theserevisonsreterate the
pre-exigting requirement in Section 9 for each agency to maintain an inventory of its mgjor information
systems (these systems may be eectronic or paper -- the Circular’ s definition of “mgor information
systems’ isformat neutral). The revisons aso clarify that each agency, under Section 3506(b)(4) of
the PRA, needsto maintain as wdl an inventory of its other “information resources’ (such as personne
and funding) at the level of detall that the agency’ s managers believe is most gppropriate for them to use
in their management of the agency’ s information resources.

What Sections of Circular No. A-130 are Proposed for Revison?

Section 3. Authorities. This section isamended to cite, and to incorporate changes necessitated by
the Clinger-Cohen Act, the Government Performance and Results Act (GPRA), and Executive Order
13011.

Section 5. Background. A discusson of the basic principles and gods of the Clinger-Cohen Act is
added.

Section 6. Definitions. Theterms"Chief Information Officers Council” and "Information Technology
Resources Board" are introduced to reflect the interagency support structures established by Executive



Order 13011. Theterm "executive agency" isintroduced to reflect the definition found in the Clinger-
Cohen Act. The term "information technology” is amended to reflect definitiona changes made by the
Clinger-Cohen Act, and is supplemented by the limiting term "nationa security system” to clearly
identify those systems to which the Circular gpplies. Theterm "capita planning and investment control
process' isintroduced to assist agencies in the reporting requirements of the Clinger-Cohen Act.

Section 7. Basic Condderations and Assumptions. The existing basic consderations and
assumptions are supplemented with a modified subsection (i) and new subsection (r) to reflect the
relevant gods and purposes of the Clinger-Cohen Act and Executive Order 13011.

Section 8a. Information Management Policy. Sections 8a(3) is proposed to be revised to reflect
the Government Paperwork Elimination Act (P.L. 105-277, Title XVI1), which was enacted in
October 1998. OMB issued proposed guidance to implement the GPEA on March 5, 1999 (64 FR
10896), and is preparing the final guidance, to be issued shortly.

Section 8b. Information Systems and Information Technology Management. Thissectionis
subgtantialy revised to implement the policies of the Clinger-Cohen Act and the principles of Executive
Order 13011. Sections 8b(1), 8b(2), 8b(3) have been merged to better integrate requirements under
Clinger-Cohen Act, the Government Performance and Results Act (Pub. L. 103-62), and revisions to
OMB Circular A-11.

New section 8b(1) isrevised to provide guidance on both strategic and operational IRM planning by
integrating the agency's information resources management plans, strategic plans, performance plans,
financid management plans, and budget processes, as discussed in OMB Circular A-11, Sec 210.8.
This new section outlines three components. selection, control, and evauation. It is o stresses the
need to redesign work processes before making significant investments in automation, and the need to
evauate commercid off-the-shelf “COTS’ software as part of the capital planning process.
Additiondly, this section contains revisons that incorporate requirements for I T accessbility by persons
with disabilities that had previoudy resided in the Federd Information Resource Management
Regulations (FIRMR, 41 CFR 201).

Section 8b(2), previoudy 8b(4), is assigned anew heading “What isan ITA.” Thissectionis
modified, and includes relevant concepts from the previous section. Section 8b(3), previoudy 8b(5), is
modified to promote the structuring of mgor information systems into modules that will reduce risk,
promote flexibility and interoperability, increase accountability, and better match misson needs with
current technology and market conditions.

Section 9. Assignment of Responsibilities.

Subsection 9a, All Federal Agencies, is changed to reflect the new Chief Information Officer (CIO)
postion created by the Clinger-Cohen Act, and reflects devel opments since the Circular was last



revised in February 1996.. A new subsection 9a(3) isinserted to reflect ClO responghilities. Old
subsections 9a(3)-(8) are renumbered to become 9a(4)-(9). Existing Section 9a(5) - which would be
renumbered as Section 9&(7) - is proposed to be revised to make clearer the agencies obligations
under the Paperwork Reduction Act and the Freedom of Information Act (as discussed above). A
new Subsection 9a(10) is added to ensure cross agency cooperation. 9a(11) is added to encourage
agencies to permit other agencies to place orders for information technology againg its contracts to the
extent practicable. Subsections 9a(3), (12), (13), (14), and (15) are added to describe the CIO's
reponsibilities under the Clinger-Cohen Act.

Subsection 9b, Department of State, is revised to reflect respongbilities described in the Clinger-
Cohen Act and Executive Order 13011. Theseinclude liaison, consultation, and negotiation with
foreign governments and intergovernmental organizations on matters related to information resources
management as well as the State Department's advisory rolein developing U.S. postions and policies
on internationd information policy and technology issues affecting the Federa government.

Subsection 9¢(1), Department of Commer ce, is supplemented to reflect that agencies and the Chief
Information Officers Council will make recommendations, as appropriate, to the Secretary of
Commerce regarding standards devel opment.

Subsection 9e, General Services Administration (GSA), is changed to reflect that with the
enactment of the Clinger-Cohen Act, GSA will no longer perform policy and oversight functions. GSA
will continue to provide services, training, and ass stance as requested by the agencies and OMB.

Subsection 9h, Office of Management and Budget, is changed to reflect that OMB will provide
guidance to the Boards established by Executive Order 13011, and may from time to time designate
executive agents for government-wide procurement of information technology.

Accordingly, Circular No. A-130 is proposed to be amended as set forth below.

John T. Spatila,
Administrator, Office of Information and Regulatory Affairs

Proposed Amendmentsto OMB Circular No. A-130
1. Section 3, "Authorities," is amended to read as follows:
3. Authorities: This Circular isissued pursuant to the Paperwork Reduction Act (PRA) of 1980, as

amended by the Paperwork Reduction Act of 1995 (44 U.S.C. Chapter 35); the Clinger-Cohen Act
(aso known as “Information Technology Management Reform Act of 1996") (Pub. L. 104-106,



Divison E); the Privacy Act, as amended (5 U.S.C. 5523a); the Chief Financid Officers Act (31 U.S.C.
3512 et seq.); the Federal Property and Administrative Services Act, as amended (40 U.S.C. 487); the
Computer Security Act (Pub. L. 100-235); the Budget and Accounting Act, as amended (31 U.S.C.
Chapter 11); Executive Order No. 12046 of March 27, 1978; Executive Order No. 12472 of April 3,
1984; and Executive Order No. 13011 of July 17, 1996.

2. Section 5, "Background,” is amended by adding the following new paragraph:

The Clinger-Cohen Act supplements the information resources management policies contained in
the PRA by establishing a comprehendve gpproach for executive agencies to improve the acquisition
and management of their information resources, through:

1.) focusing information resource planning to support the agency's strategic missons,

2.) implementing a capital planning and investment control process that links to budget formulation
and execution; and

3) rethinking and restructuring the way agencies do their work before investing in information
systems.

3. Section 6, "Definitions” is amended by making the following revisons. definitions are added for
"capitd planning and investment control process” "Chief Information Officers Council,” "executive
agency,” "Information Technology Resources Board,” and "nationa security system”. The definition for
"information technology” is revised, and the remaining definitions are redesignated accordingly. The
new and revised definitions are as follows.

c. Theterm "capitd planning and investment control process™ means a management process for
ongoing identification, sdlection, control, and evauation of invetments in information resources. The
processis linked to budget formulation and execution, and is focused on agency missons and achieving
gpecific program outcomes.

d. Theterm "Chief Information Officers Council” (ClO Council) means the Council established in
Section 3 of Executive Order 13011.

f. Theterm "executive agency” has the meaning defined in section 4(1) of the Office of Federd
Procurement Policy Act (41 U.S.C. 403(1)).

t. The term "information technology" means any equipment or interconnected system or subsystem of
equipment, that is used in the automatic acquidition, storage, manipul ation, management, movement,
control, display, switching, interchange, transmission, or reception of data or information by an
executive agency. For purposes of the preceding sentence, equipment is used by an executive agency
if the equipment is used by the executive agency directly or is used by a contractor under a contract
with the executive agency which (i) requires the use of such equipment, or (i) requiresthe use, to a
sgnificant extent, of such equipment in the performance of a service or the furnishing of a product. The
term "information technology™ includes computers, ancillary equipment, software, firmware and Smilar
procedures, services (including support services), and related resources. The term "information



technology" does not include any equipment that is acquired by a Federa contractor incidentd to a
Federal contract.

u. Theterm "Information Technology Resources Board" (Resources Board) means the board
established by Section 5 of Executive Order 13011.

w. The term "nationd security system” means any telecommunications or information system
operated by the United States Government, the function, operation, or use of which (1) involves
intelligence activities, (2) involves cryptologic activities related to nationd security; (3) involves
command and control of military forces; (4) involves equipment that is an integra part of awegpon or
wegpons system; or (5) iscriticd to the direct fulfillment of military or intelligence missons, but
excluding any system that is to be adminigtrative and business applications (including payrall, finance,
logistics, and personnd management applications). The policies and procedures established in this
Circular shal gpply to nationd security systems in a manner consistent with the applicability and reated
limitations regarding such systems set out in Section 5141 of the Clinger-Cohen Act (Pub. L. 104-106).
Applicability of Clinger-Cohen Act to nationa security systems shall include budget document
preparation requirements set forth in OMB Circular A-11. The resultant budget document may be
classfied in accordance with the provisions of Executive Order 12958.

4. Section 7, "Basic Congderations and Assumptions,” is amended by revising Sections 7i and by
adding 7r to read asfollows:

I. Strategic planning improves the operation of government programs.  The agency srategic plan will
shape the redesign of work processes and guide the development and maintenance of a capita planning
and investment control process. This management approach promotes the appropriate application of
Federa information resources.

r. The development and operation of interagency and interoperable shared information resources to
support the performance of government missions should be supported by the Chief Information Officers
Council and the Information Technology Resources Board.

5. Section 8, “policy,” is amended by revising Section 8&(3) to read as follows:

3. Electronic Information Collection. Executive agencies under Sections 1703 and 1705 the
Government Paperwork Elimination Act (GPEA), P. L. 105-277, Title XVII. are required to provide,
by October 21, 2003, the (1) option of the eectronic maintenance, submission, or disclosure of
information, when practicable as a subgtitute for paper; and (2) use and acceptance of ectronic
ggnatures, when practicable. Agencieswill follow the provisonsin OMB guidance, | mplementation
of the Government Paperwork Elimination Act.

6. Section 8, "Policy," isamended by revisng Section 8b(1) to read asfollows:

b. How Should Agencies Manage | nformation Systems and Infor mation Technology?



(1) Capital Planning and Investment Control. Agencies must establish and maintain a capita
planning and investment control process that links misson needs, information, and information
technology in an effective and efficient manner. The process should guide both srategic and
operationd IRM planning by integrating the agency's information resources management plans, strategic
plans prepared pursuant to the Government Performance and Results Act of 1993 (5 U.S.C. 306),
performance plans prepared pursuant to Government Performance and Results Act of 1993 (31
U.S.C. 1115), financid management plans prepared pursuant to the Chief Financid Officer Act of
1990 (31 U.S.C. 90285), and the agency’ s budget formulation and execution processes. The capita
planning and investment control process includes dl stages of capita programming, including planning,
budgeting, and procurement.

As outlined below in section (B), the capital planning and investment control process has three
components: sdlection, control, and evauation. The process should be iterative, with inputs coming
from the agency drategic plan and the outputs feeding into the budget and investment control
processes. The god isto link resourcesto results. For further guidance on Capitd Planning refer to
OMB Circular A-11.

(A) What components ar e expected in the I nfor mation Resour ces Management Plan? Asa
product of the capita planning and investment control process, agencies must develop and maintain the
agency Information Resource Management Plan (IRM) (also known asthe IT Capitd Plan), as
required by 44 U.S.C. 3506 (b) (2). TheRM Plan will include both Strategic and Operational IRM
Pans. Specificdly, the IRM Plan must include:

(i) A component derived from the agency strategic plan asrequired by the Gover nment
Performance and Results Act. Specificdly, an anadys's detailing the information resource
investment particulars contained within the agency Strategic Plan. These particulars should focus on
the strategic implementation of 1T to achieve the overal missons and gods of the agency and
describe the linkage between the investment and the agency's missions, as required by OMB Circular
A-11;

(i) A component derived from the agency annual performance plan asrequired by the
Government Performance and Results Act. Specificdly, an andys's describing the information
resource investment particulars contained within the agency annua Performance Plan. These
particulars should describe the quantifiable performance measures used in evauating the
implementation of specific IT initiatives and should provide metrics to assess progress towards
achieving performance gods,

(iif) A component derived from the agency annual program performancereport asrequired
by the Gover nment Performance and Results Act. Specificaly, an accountability report
comparing actud performance to expected performance as expressed in the annua goals established
in the agency Performance Plans. Progress should be detailed in OMB Circular A-11 Exhibit 300B
submissions as part of the annua budget process, and



(iv) A component derived from the agency security plan asrequired by the Computer
Security Act. Specificdly, the summary plan included in the agency’ s five-year plan as required by
44 U.S.C. 3505 and Appendix 111 of this Circular.

(B) What must an agency do as part of the selection component of the capital planning
process?

(i) Evduate eech investment in information resources to determine whether the investment will
support core mission functions that must be performed by the Federd government;

(i) Ensure that improvements to existing information systems or the development of new information
systems are initiated because no dternative private sector or governmental source can efficiently
support the function;

(i) Support work processes that have been smplified or otherwise redesigned to reduce costs,
improve effectiveness, and make maximum use of commercid, off-the-shelf technology;

(iv) Reduce risk by avoiding or isolating custom designed components, using components that can
be fully tested or prototyped prior to production, and ensuring involvement and support of users,

(v) Demondtrate a projected return on the investment that is clearly equa to or better than
dternative uses of available public resources. The return may include improved misson performance
in accordance with GPRA measures, reduced cog, increased quality, speed, or flexibility; and
increased customer and employee satisfaction. The return should be adjusted for such risk factors as
the project's technica complexity, the agency's management capacity, the likelihood of cost overruns,
and the consequences of under- or non-performance. Return on investment should, where
appropriate, be demonstrated by actua returns observed through pilot projects and prototypes,

(vi) Prepare and update a benefit-cost andysis (BCA) for each information system throughout its
lifecycle. A BCA will provide aleve of detail proportionate to the Sze of the investment; rely on
systematic measures of mission performance; and be consistent with the methodology described in
OMB Circular No. A-94, "Guidelines and Discount Rates for Benefit-Cost Andysis of Federd
Programs’;

(vii) Prepare and maintain a portfolio of mgor information systems that monitors invesments and
prevents redundancy of existing or shared systems. The portfolio should provide information
demondrating the impact of dternative IT investment Srategies and funding levels, identify
opportunities for sharing resources, and consder the agency’sinventory of information resources,

(viii) Ensure condstency with Federd, agency, and bureau information architectures,



(iX) Ensure that improvements to exigting information systems and the development of planned
information systems do not unnecessarily duplicate information systems within the same agency, from
other agencies, or from the private sector;

(X) Ensure that the selected system or process maximizes the usefulness of information, minimizes
the burden on the public, and preserves the gppropriate integrity, availability, and confidentiaity of
information throughout its life cycle. This portion shal specificdly address the planning and budgeting
for the information collection burden imposed on the public as defined by 5 CFR 1320;

(xi) Egtablish oversght mechanisms, consstent with Appendix 11 of this Circular, to syseméticaly
evauate and ensure the continuing security and availability of sysems and their data;

(xii) Ensure that Federd information system requirements do not unnecessarily redtrict the
prerogatives of date, loca and triba governments;

(xiii) Ensure that the selected system or process fecilitates bility pursuant to the Rehabilitation
Act of 1973, as amended (Pub. Law 105-220, 29 U.S.C.794d).

(C) What mugt an agency do as part of the control component of the capital planning
process?

(i) Indtitute performance measures and management processes that monitor actua performance
compared to expected results. Agencies must use a performance based management system that
provides timely information regarding the progress of an information technology investment. The
system must o measure progress towards milestones in an independently verifiable bagis, in terms
of cogt, cgpability of the investment to meet specified requirements, timeliness, and qudity;

(i) Egtablish oversght mechanisms that require periodic review of information sysemsto
determine how mission requirements might have changed, and whether the information system
continues to fulfill ongoing and anticipated mission requirements. These mechaniams must aso require
information regarding the future levels of maintenance necessary to ensure the information system
meets mission requirements cost effectively;

(ii1) Ensure that mgor information systems proceed in atimely fashion towards agreed-upon
milestonesin an information system life cyde. Information systems mugt also continue to ddliver
intended benefits to the agency and customers, meet user requirements, and identify and offer security
protections,

(iv) Prepare and update a strategy that identifies and mitigates risks associated with each
information system.

(v) Ensure that financid management systems conform to the requirements of OMB Circular No.
A-127, "Financid Management Systems.”



(D) What must an agency do as part of the evaluation component of the capital planning
process?

(1) Conduct post-implementation reviews of information systems and information resource
management processes to vaidate estimated benefits and costs, and document effective management
practices for broader use;

(i) Evduate systems to ensure poditive return on investment and decide whether continuation,
modification, or termination of the systems is necessary to meet agency misson requirements.

(i) Document lessons learned from the post-implementation reviews. Redesign oversight
mechanisms and performance levels to incorporate acquired knowledge.

(2) What isan ITA? Condgtent with Appendix I of this Circular, agencieswill create an
Information Technology Architectures (ITA). Thisframework should document linkages between
mission needs, information content, and information technology capabilities. An ITA should dso guide
both dtrategic and operationa IRM planning. 1t should be supported by a complete inventory of the
agency information resources, including personnd, equipment, and funds devoted to information
resources management and information technology, a alevel of detail appropriate to support the
ITA. It should dso address steps necessary to create an open systems environment. Agencies will
implement the following principles:

() Deveop information systems that facilitate interoperability, goplication portability, and scaability
of computerized applications across networks of heterogeneous hardware, software, and
communications platforms;

(b) Meet information technology needs through cost effective intra-agency and interagency sharing,
before acquiring new information technology resources, and

(c) Edablish aleve of security for dl information systems thet is commensurate to the risk and
meagnitude of the harm resulting from the loss, misuse, unauthorized access to, or modification of the
information stored or flowing through these systems.

(1) How Should Agencies Acquire Information Technology?

Agendieswill:

(8 Make use of adequate competition, allocate risk between government and contractor, and
maximize return on investment when acquiring information technology;

(b) Structure mgor information systems into useful segments with a narrow scope and brief duration.
Thiswill reduce risk, promote flexibility and interoperability, increase accountability, and better match
mission need with current technology and market conditions;



(c) Acquire off-the-shelf software from commercia sources, unless the cost effectiveness of
developing custom software is clear and has been documented through pilot projects or prototypes,
and

(d) Ensure bility of acquired information technology pursuant to the Rehabilitation Act of
1973, asamended (Pub. Law 105-220, 29 U.S.C.794d).

7. Section 9, "Assgnment of Responghilities™ is amended by making the following revisonsto
Section 9a, "All Federal Agencies': delete subparagraphs (9)-(10), renumber subparagraphs (3)-(8) to
become subparagraphs (5)-(10), insert new subparagraphs (3)-(4), revise new subparagraph (7), and
insert (11)-(15) to read:

(3) Appoint a Chief Information Officer, as required by 44 U.S.C. 3506(a), who must report directly
to the agency head to carry out the responsibilities of the agencies listed in Executive Order 13011.
The head of the agency will consult with the Director of OMB prior to appointing a Chief Information
Officer, and will advise the Director on matters regarding the authority, responghilities, and
organizationa resources of the Chief Information Officer. For purposes of this paragraph, military
departments and the Office of the Secretary of Defense may each gppoint one officid. The Chief
Information Officer shal, among ather things:

(a) Be an active participant during al agency strategic management activities, induding the
development, implementation, and maintenance of agency strategic and operationd plans,

(b) Be an active participant throughout the annua agency budget process in establishing investment
priorities for agency information resources,

(c) Advise the agency head on information resource implications of strategic planning decisions;

(d) Monitor and eva uate the performance of information resource investments through a capita
planning and investment control process, and advise the agency head on whether to continue, modify,
or terminate a program or project;

() Advise the agency head on budgetary implications of information resource decisons, and
(f) Advise the agency head on the design, development, and implementation of information resources.

(4) Direct the Chief Information Officer, appointed pursuant to 44 U.S.C. 3506(a), to monitor
agency compliance with the policies, procedures, and guidancein this Circular. Acting asan
ombudsman, the Chief Information Officer will consder aleged instances of agency failure to comply
with section 8(@) of this Circular, and recommend or take gppropriate corrective action. The Chief
Information Officer will report instances of dleged falure and their resolution annuadly to the Director of
OMB, by February 1<t of each year.



(7) Maintain the following, as required by the Paperwork Reduction Act (44 U.S.C. 3506(b)(4) and
3511) and the Freedom of Information Act (5 U.S.C. 552(g)): an inventory of the agency’s mgor
information systems, holdings, and dissemination products, an agency information locator service; a
description of the agency’s mgor information and record locator systems; an inventory of the agency’s
other information resources, such as personne and funding (at the leve of detail that the agency
determinesis most gppropriate for its use in managing the agency’s information resources); and a
handbook for persons to obtain public information from the agency pursuant to these Acts.

(11) Ensure that the agency;

(a) cooperates with other agencies in the use of information technology to improve the productivity,
effectiveness, and efficiency of Federd programs;

(b) promotes a coordinated, interoperable, secure, and shared government wide infrastructure thet is
provided and supported by adiversity of private sector suppliers, and

(c) develops awdl-trained corps of information resource professonals.

(12) Use the guidance provided in OMB Circular A-11, "Planning, Budgeting, and Acquisition of
Fixed Assts," to promote effective and efficient cgpitd planning within the organization;

(13) Ensure that the agency provides budget data pertaining to information resources to OMB,
consgtent with the requirements of OMB Circular A-11,

(14) Permit, to the extent practicable, the use of one agency's contract by another agency or the
award of multi-agency contracts, provided the action is within the scope of the contract and consstent
with OMB guidance; and

(15) As designated by the Director of OMB, act as executive agent for the government-wide
acquidtion of information technology.

8. Section 9, "Assgnment of Responsibilities” is further amended by revising Section 9b,
"Department of State,” to read as follows:

b. Department of State. The Secretary of State will:

(1) Advise the Director of OMB on the development of United States positions and policies on
internationa information policy and technology issues affecting Federd government activities and the
development of internationa information technology standards; and

(2) Be respongble for liaison, consultation, and negotiation with foreign governments and
intergovernmenta organizations on al matters reated to information resources management, including



federd information technology. The Secretary will also ensure, in consultation with the Secretary of
Commerce, that the United States is represented in the development of international standards and
recommendetions affecting information technology. These responsibilities may aso require the
Secretary to consult, as appropriate, with affected domestic agencies, organizations, and other
members of the public.

9. Section 9, "Assgnment of Responghilities' is further amended by making the following revison to
Section 9¢, "Department of Commerce”: Subparagraph (1) is revised to read asfollows:

(1) Develop and issue Federd Information Processing Standards and guidelines necessary to ensure
the efficient and effective acquisition, management, security, and use of information technology while
taking into consderation the recommendations of the agencies and the Chief Information Officers
Counall;

10. Section 9, "Assgnment of Responghilities” is further amended by making the following revisons
to Section 9e, "Genera Services Adminidtration™: subparagraphs (1) through (5) are deleted,
subparagraph (6) is renumbered as subparagraph (7); and the following new subparagraphs are added
after the introductory text:

(1) Continue to manage the FTS2001 program and coordinate the follow-up to that program, on
behdf of and with the advice of agencies,

(2) Develop, maintain, and disseminate for the use of the Federd community (as requested by OMB
or the agencies) recommended methods and strategies for the development and acquisition of
information technology;

(3) Conduct and manage outreach programs in cooperation with agency managers,

(4) Be aliason on information resources management (including Federa information technology) with
State and loca governments. GSA will dso be aliaison with non-governmenta internationa
organizations, subject to prior consultation with the Secretary of State to ensure consstency with the
overdl United States foreign policy objectives;

(5) Support the activities of the Secretary of State for liaison, consultation, and negotiation with
intergovernmenta organizations on information resource management matters,

(6) Provide support and assistance to the ClIO Council and the Information Technology Resources
Board.

11. Section 9, "Assgnment of Responghilities” is amended by making the following revisonsto
Section 9h, "Office of Management and Budget": Subparagraph (10) is deleted’” subparagraphs (11)
and (12) are renumbered as subparagraphs (10) and (11), and the following new subparagraphs are
added at the end:



(12) Evduate agency information resources management practices and programs and, as part of the
budget process, andyze, track, and evauate the risks and results of mgjor capitd investmentsin
informéation systems,

(13) Notify an agency if OMB beieves that amgor information system project requires outsde
assistance;(14) Provide guidance on the implementation of the Clinger-Cohen Act and on the
management of information resources to the executive agencies, to the CIO Council, and to the
Information Technology Resources Board; and

(15) Designate one or more heads of executive agencies as executive agent for government-wide
acquiditions of information technology.

Proposed Appendix |1 to OMB Circular No. A-130 - Information Technology Ar chitecture

This Appendix defines the minimum criteriafor an agency Information Technology Architecture (ITA).
Many agencies have dready developed frameworks and methodol ogies guiding the development,
implementation, and maintenance of an ITA. Therefore this guidance isintended to ensure that as
agencies complete or update their ITA, critica information isincluded.

An IT architecture in compliance with the Clinger-Cohen Act and OMB guidance will contain an
Enterprise Architecture and a Technical Reference Modd and Standards Profile.

What isan Enterprise Architecture?

An Enterprise Architecture is the explicit description of the current and desired rel ationships among
business and management processes and information technology. It describes the "target™ environment
which the agency wishes to create and maintain by managing its I'T portfolio. The Enterprise
Architecture must dso provide a srategy that will enable the agency to trangtion from its current to its
target environment. Within the Enterprise Architecture it isimportant that agencies identify and
document: 1.) the business processes, 2.) the information flow and relationships, 3.) applications, 4.)
datadescriptions, and 5.) technology infrastructure, as follows:

1. Business Processes — Agencies must identify the work performed to support its mission, vison and
performance gods. Agencies must so document change agents, such as legidation or new
technologies, that will drive changes in the Enterprise Architecture.

N

|nformation How and Relaionships - Agencies mugt andyze the information utilized by the agency
in its business processes, identifying the information used and the movement of the information.
These information flows indicate where the information is needed and how the information is shared
to support mission functions.
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Applications - Agencies must identify, define, and organize the activities that cgpture, manipulate,
and manage the business information to support business processes. It dso describesthelogica
dependencies and relationships among business activities.

B

Data Descriptions and Relationships - Agencies must identify how data is created maintained,
accessed, and used. At ahigh level, agencies define the data and describe the relationships among
data dlements used in the agency's information systems.

5. Technology Infrastructure - Agencies must describe and identify the functiona characteridtics,
capabilities, and interconnections of the hardware, software, and telecommunications.

What arethe Technical Reference Modd and Standar ds Profile?

Technica Reference Modd (TRM) - A TRM identifies and describes the information services (such as
database, communications, intranet, etc.) used throughout the agency.

Standards — Agencies should define the set of IT Standards that support the services articulated in the
TRM. Agencies are expected to adopt standards necessary to support the entire Enterprise
Architecture, and must be enforced consstently throughout the agency.

Proposed Revisonsto Appendix IV to OMB Circular No. A-130 - Analysis of Key Sections
Revise Section 8a(5) to include:

As described in Section 11 of the "Electronic Freedom of Information Act Amendments of 1996" (Pub.
L. 104-231), an agency must place itsindex and description of mgor information and record locator
gysemsin its reference materid or guide. We expect that thisindex and description would include an
agency's Government Information Locator Service (GILS) presence as well as any other mgjor
information and record locator systems the agency has identified.

In addition, each agency should prepare a handbook that describesin one place the various ways by
which a person can obtain public information from the agency, as well as the types and categories of
information available. In preparing the handbook, each agency should review the dissemination policies
contained in this Circular. The handbook should be in plain English and user-friendly. Where
goplicable, it should indicate that the public is encouraged to access information eectronicaly viathe
agency's home page or to search inits reading room, and that the public may aso submit arequest to
the agency under the Freedom of Information Act. "Types and categories' of available information will
vary from agency to agency, and agencies should describe their information resources in whatever
manner seems most appropriate.

Although the law does not require that the handbook be available on-line, OMB encourages agencies
to do so as amatter of policy. The handbook should include the following dements:



1. Thelocation of reading rooms within the agency and within its mgor field offices, aswdl asabrief
description of the types and categories of information available.

2. Thelocation of the agency's World Wide Web home page.
3. A reference to the agency's FOIA regulations and how to get a copy.
4. A referenceto the agency's FOIA annua report and how to get a copy.

5. Thelocation of the agency's GIL S page.

o

A brief description of the types and categories of information generdly available from the agency.

In addition, if thereis an on-line verson, it should have dectronic links to these d ements wherever

they exid.

Section 8b(1).
What isthe capital planning and investment control process?

The capitd planning and investment control process is a systematic gpproach to managing the risks and
returns of 1T investments. The process has three phases: sdlect, control and evauate. The process
covers dl stages of capitd programming, including planning, budgeting and procurement. For additiona
information describing capita planning, please consult Circular A-11.

Wherecan | get moreinformation about return on invessment (ROI)?

Agenciesthat would like to learn more about compiling and demonstrating projected return on
investments (ROI) are encouraged to consult the Federal CIO Council document “ROI and the Vaue
Puzzle€’. This document may be obtained a the CIO Council’ s web page (http://cio.gov).

How should agenciesincor por ate security into management of infor mation resour ces?

Effective security is an essentia element of dl information systems. A process assuring adequate
Security must be integrated into the agency’ s management of information resources. This process
should be a component of the both capital planning process and the information technology
architecture. A system’s security requirements must be supported by the agency ITA in order for it to
be considered during the sdect phase of the capitd planning process. Agencies will use the control and
evauate phases of capitd planning to ensure these security requirements are met throughout the
sysem’slife cycle. For more information on computer security please read Appendix 11 of this
Circular.



How will agencies use the infor mation collected during the capital planning process?

Asaquick guide, this table summarizes the information trail and describes how certain types of
information will be utilized throughout the capita planning process.

performed to judtify the
investment.

financid performance.

Required Components of the Capital Planning Process
I nformation
Sdect (planned): Control (actud): Evduate (variance):
Judtification and Provided as part of the | Reviewed and reported | Reported annudly as
descriptive information | pre-screening process | sysemdtically to ensure | part of the Capital
and documents the business needs are Asst Plan and
business case being met. Judtification
judtification for the (Exhibit 300B).
investment.
Summary of spending | Provided as part of the | Reviewed Reported annudly as
by project stages, initid planning and sysematicaly to ensure | part of the Capital
cost, schedule, and budgeting processusing | that costs and Asst Plan and
performance gods awork break-down scheduled godsareon | Judification (Exhibit
process. The summary | target. 300B).
reflects alife cycle
project management
gpproach for al stages
of the investment, and is
dructured using a
performance based
management process
(such as earned vaue
management).
Program management | Provided as part of the | Reviewed Reported annudly as
and contracting planning phase and sysematicaly to ensure | part of the Capital
information includes information that contract and Asst Plan and
such as type of acquisition goasareon | Judification (Exhibit
contract, and target. 300B).
acquistion planning
information.
Financid Basisfor the | Deallsfinancid andyss | Reviewed and updated | Reported annualy as
project such as benefits-cost sysematicdly to part of the Capitd
andysis (BCA), return | capture the latest Asst Plan and
on investment and other | information on ROI and | Judtification (Exhibit
financid andyds benefits and to track 300B).




Performance Provided prior to the Monitored and Reported annudly as

measures and goas selection of the project | reported systematicdly | part of the Capital
and establishesthe for peformancegoads | Asset Planand
basdine for and the progress of Judtification (Exhibit
performance measures | meeting the busness 300B).
and godswhereby the | goasand needs of an
investment will be agency.
monitored.

Costs and schedule Provided as part of the | Updated systemdticaly | Reported annudly as

gods initid planning and to ensure that the part of the Capita
budgeting processusing | invesmentisearmninga | Asset Plan and
awork break-down the planned rate. Judtification (Exhibit
process. The goas 300B).
reflect alife-cycle
project management
approach for al stages
of theinvestment and is
structured using an
earned vaue
management process.

Risks Risk assessments are Reviewed and updated | Reported annudly as
performed and sysemdicdly to gauge | part of the Cepita
mitigation plans are effectiveness of the Asst Plan and
provided as part of the | mitigation plansandto | Judtification (Exhibit
initid planning phase. identify and new risks | 300B).

Assessments must that may arise.
address technology,

Security, Strategic

issues, and IT

architecture. Risks

Assessments may adso

address the risk of not

continuing a project.

Benefits associated Benefits can be either Updated systematicdly | Reported annudly as

with the invesment financid or non- to further strengthen the | part of the Capital
finandd and may dso | business case for the Asst Plan and
be cost avoidance. The | invesment or its Judtification (Exhibit
expected benefitsare | continuance and to 300B).
captured as part of the | ensure that the benefits
initid planning phase of | areredized.

an investment.




Section 8b(2).

What isan ITA?

An Information Technology Architecture (ITA) should guide the agency’ s management of information
resources for agency-wide information and information technology needs consstent with Appendix 11 of
this Circular. The ITA will help the agency cope with technology and business change by serving asa
reference for updates to existing and new information systems. The ITA will dso assure interoperability
of business processes, data, applications and technology as agencies integrate proposed information
systems projects with one another and with existing legacy systems. The agency’s drategic IRM plan
should describe the parameters (e.g., technical standards) of such an ITA. The ITA must dso drive
operationd planning and describe how the agency intends to use information and information
technology.

Wherecan | get moreinformation describingthe ITA?

Agencies that require additiond information on developing or maintaining an ITA are encouraged to
consult the Federd CIO Council document entitled “ The Federa Enterprise Architecture (FEA)
Framework” which is available on the CIO Council’ sweb site (http://cio.gov).

What isan open systems environment?

An open system should be based on an architecture with published or documented interface
specifications that have been adopted by a standards settings body.

Ultimately, who deter minesthe acceptable level of security for a system?

Each agency program officid must understand the risk to systems under their control and determine the
acceptable level of risk, ensure adequate security is maintained to support and assist the programs
under their control, ensure that security controls comport with program needs and appropriately
accommodate operationa necessities. In addition, program officias should work in conjunction with
Chief Information Officers and other gppropriate agency officids so that security measures support
agency information architectures.

Section 8b(3).
What should agencies consider before acquiring a COT S solution?

COTS products can provide agencies a cost effective and efficient solution. However, often COTS
products require customization for ssamlessuse. Therefore agencies must sill thoroughly examine the
impact of a COTS product selection. A lessons-learned guide describing the risks of COTS products
has been published by the Information Technology Resources Board (ITRB). The guide, entitled
“Assessng the Risks of Commercia-Off-The-Shelf (COTS) Applications,” is available on the ITRB
web ste (http://itrb.gov).




Section 9&(3). Chief Information Officer (ClO).
Towhom doesthe CIO report?

Each agency must gppoint a Chief Information Officer, as required by 44 U.S.C. 3506(a), who will
report directly to the agency’s head to carry out the responsibilities of the agency under the PRA.

What arethe CIO’sresponsbilitiesin regardsto financial management systems?

The head of the agency is respongble for defining the operating relationship between the CIO and CFO
functions and ensuring coordination in the implementation of the Clinger-Cohen Act, the PRA, the Chief
Financid Officers Act, and the Government Performance and Results Act.  The Clinger-Cohen Act
encourages the CIO and CFO to work together under the direction of the agency head to ensure that
the agency's information systems provide religble, consstent, and timely program performance
information.

What isthe CIO’srolein the capital planning process?

The CIO will ensure that a capita planning process is established and rigoroudly used to define and
vdidate dl information resource investments. Through this process, the CIO shal monitor and evauate
the performance of the information technology portfolio of the agency and advise the agency head
whether to continue, modify, or terminate a program or project. The CIO will have accountability and
authority over continuation or termination of information resource investments.

Additionaly, the CIO will establish aboard composed of senior level managers who will have the
respongibility of making key business recommendations on information resource investments, and who
will be continuoudy involved. Many agencies will indtitute a second board, compaosed of program or
project level managers, with more detailed business and information resource knowledge. They will be
able to provide technica support to the senior level board in proposing, evaluating, and recommending
information resource invesments.

What isthe CIO’srolein the annual budget process?

The CIO will be an active participant during al agency annuad budget processes and strategic planning
activities, including the development, implementation, and maintenance of agency drategic plans. The
ClO'sroleisto provide leadership and a drategic vison for using information technology to transform
the agency. CIO' s mugt also ensure that dl information resource investments deliver a substantial
mission benefit to the agency and/or a substantial ROI to the taxpayer.

Additiondly, the CIO will ensure coordination of information resource planning processes and
documentation with the agency’ s strategic, performance and budget process.



Section 9a(4).
Why isthe CIO considered an Ombudsman?

The ClO designated by the head of each agency under 44 U.S.C. 3506(a) is charged with carrying out
the respongbilities of the agency under the PRA. Agency ClOs are responsible for ensuring thet their
agency practices are in compliance with OMB palicies. It is envisoned that the CIO will work as an
ombudsman to investigate dleged instances of agency failures to adhere to the policies sat forth in the
Circular and to recommend or take corrective action as gppropriate. Agency heads should continue to
use exigting mechaniams to ensure compliance with laws and policies.



